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DET / NT Schools Guest Wireless Network — User Guide

1. Overview

The NTSchools-guest wireless network can be accessed from many devices supporting wireless
networking using your standard NT Schools username and password.

This guide provides information on connecting some popular devices to the guest network.

2. Microsoft Windows 7

1 | Left-click the wireless network icon in your system

. 11:45 AM
tray in the bottom right corner of the screen, as Gy af s [z sjn3/012 =
shown highlighted.
2 | Click the NTSchools-guest network, revealing the &
« » : Mot connected %
Connect” option.
Click “Connect” Ijj l ICDnnecﬁDns are available
If you are logged onto Windows with your Dial-up and VPN -
ntschools.net account, you will now be connected
to the guest wireless network automatically. NTSCHOCLS VPN x
Wireless Metwark Connection d

MTSchools-guest

3 | If prompted for a username and password, enter
your credentials in the following form:

User: ntschools\firstname.lastname
Password: Your NT Schools logon password

8 "
Windows Security s [&J
Network Authentication
Please enter user credentials
| ntschools\firstname.lastname |
| Password |
QK Cancel
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If you receive a warning regarding DRWNT-
IN29.ntschools.net or DRWNT-
IN30.ntschools.net, click “Connect” to continue.

You will now be connected to the guest wireless
network.

Windows Security Alert \EI

r The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details
Radius Server: DRWNT-IN29.ntschools.net -
Root CA: NT Schools Root CA

The server "DRWMNT-IN29.ntschools.net” presented a valid certificate

issued by "NT Schools Root CA™, but "NT Schools Root CA™ is not

configured as a valid trust anchor for this profile. Further, the server
"DRWNT-IN29.ntschools.net” is not configured as a valid MPS server to
connect to for this profile. -

Details Terminate ] [ Connect ]

This step is required if your computer is not joined
to the ntschools.net domain (you logon with a
private computer account).

*  Open Windows Control Panel and select

Internet Options
. You can also access

this from Internet Explorer settings.
* Select the “Connections” tab

» Click “LAN settings” as highlighted.

" General I Security I Privacy | Content Connections |Programs | Advanced |

Setup |

Dial-up and Virtual Private Network settngg —

To setup an Internet connection, dick
Setup.

25h NTSCHOOLS VPN Add...

Add VPN... |
Remove... |
Settings |

Choose Settings if you need to configure a proxy
server for a connection.

¥ Never dial a connection

" Dial whenever a network connection is not present
" Always dial my default connection
Set default |
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings |

Choose Settings above for dial-up settings.

(ZUrrent: ldone

Select the “Use automatic configuration script” tick
box.

* The address needs to be entered exactly
as follows:

http://wpad.ntschools.net/wpad.dat
* Click OK
» Exit Internet Options

You will now be connected to the guest wireless
network.

‘h Local Area Network (LAN) Settings x|

r— Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings

¥ Use automatic configuration script

Address Ihth:u:ﬁu\'pad.ntsﬁools.netprad.dat

—Proxy server

r Use a proxy server for your LAN (These settings will not apply to

dial-up or VPN connections).
Advanced |

Address: I Poth: I

¥ | Bypass provy. server For local addresses

o]

Cancel I
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3. Apple iOS 5 (iPhone / iPad)

1 | Close all open applications then verify Wi-Fi is enabled.

Tap Settings > Wi-Fi. If Wi-Fi is off, turn it on by tapping the
on/off icon.

Available Wi-Fi networks appears under "Choose a
Network..."

Locate and tap the “NTSchools-guest” network to join.

Choose a Network... §

NTSchools CR
NTSchools-guest - 8
Other... >

Ask to Join Networks [T

Krown netwarks will be joined
automatically. 1 no knowns nebworks are
availabie: you will be ask=d befors joning.

A New network

2 | When prompted for a username and password, enter your
credentials in the following form:

Username: firstname.lastname
Password: Your NT Schools logon password

ail. Telstra 3G 12:34 PM 75 %

cancel  Enter Password

Username firstname.lastname ‘

Password eeeccees ‘

ajwjefr|T|v]uli]o]P]
Alsfojrlalu]y]k]L]

[ o[v[o [l
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3 | If you receive a warning regarding DRWNT- C e R AL EOReE

IN29.ntschools.net or DRWNT-IN30.ntschools.net, tap

“Accept” to continue.
DRWNT-IN29.ntsc...

NT Schools Issuing CA

Not Verified (sl

Description Server Authentication
Expires 05/03/2013 10:35:08 AM

More Details >
4 | Wait for the Wi-Fi Symbol % to appear up the top, then Wi Neworks | NTSERO!
back in the Wi-Fi Networks, tap the blue arrow © next to I

the NTSchools-guest network. m BootP Static

« |P Address should be left as DHCP

IP Address 172.28.64.111
« Scroll down to HTTP Proxy Subnet Mask 255 255.192.0
DNS 10.55,15,81, 10.55,15.40
« The URL needs to be entered exactly as follows:
Search Domains ntschooks.net
http://wpad.ntschools.net/wpad.dat
Client ID

» Tap the Wi-Fi Networks m button

Renew Lease

You will now be connected to the guest wireless network. HTTP Proxy
UHL Kb wepiad ntschaols, ne

5 | Note: If you had applications open whilst setting up the
network, you may receive an authentication prompt as
shown.

ication for HTTPS proxy
hools.net:8080

In this event, you can type your username and password as
usual:

Username: firstname.lastname
Password: Your NT Schools logon password
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4. Apple Mac OSX 10.7 (Lion)

—a
Click the wireless network icon in
your menubar near the top right corner of
the screen.

Click the NTSchools-guest network.

Wi-Fi: On
Turn Wi-Fi Off

No network selected

SECURE1 a=
Telstral412 &=
Telstra2184 a=

Join Other Network...
Create Network...
Open Network Preferences...

2 | When prompted for a username and
password, enter your credentials in the
following form:

Username: firstname.lastname
Password: Your NT Schools logon
password

Click “join” to continue

The Wi-Fi network “NTSchools-guest” requires
="  WPA2 enterprise credentials.

Mode: | Automatic

ar

Username: |ﬁr5tname.[astname |

Password: |sssssses

|| Show password
¥ Remember this network

L':Ji

(2) | Cancel |

3 | Open up “System Preferences” and select

@

800 System Preferences

[ al» ]| Showal | Q

Personal

Metwork 3 | T \
B & B @ o @
Ceneral Desktop & Dock Mission Language Security Spotlight Universal
Screen Saver Control & Text & Privacy Access
Hardware
CDs&DVDs  Displays Eacy,  Kaybosnd Motse Trackpad  Print&Scin’ | Sound
Saver
Internet & Wireless
=] R & 06 @
el e
& Calendars.
System
ok . 1 i
1K » @ @ & @ d
Users & Parental Date & Time Software Speech Time Machine Startup Disk -
ane e e
Other
NI USE Audio Yamaha
Steinberg USB
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Select “Wi-Fi” which should be connected
to NTSchools-guest already as shown.

Select “Advanced”.

8006 Network

Location: | Automatic

|B - ?

Status: Connected Turn Wi-Fi OFf |
Wi-Fi is connected to NTSchools -guest and
@ Ethernet ooy has the IP address 172.28.124.194.
Not Cannected L
o Frewie Network Name: | NTSchools-gusst ¢

(¥ Ask to join new networks
Known networks will be joined automatically.
Hf no known networks are available, you will
be asked before joining 2 new network.

ol 0

802.1X: Default  Disconnect |

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:03:28

(¥ Show Wi-Fi status in menu bar _ Advanced... | (7)

I T

1
d Click the lock to prevent further changes. Assistme... | Revert Apply

» Select the “Proxies” tab

» Click “Automatic Proxy
Configuration”

» The URL needs to be entered
exactly as follows:

http://wpad.ntschools.net/wpad.
dat

» Select OK

You will now be connected to the guest
wireless network.

o
o
D

Network

Show.All

2 B

Wi-Fi

{ Wi-Fi | TCP/IP DNS WINS | 802.1x [ZLETH Hardware |

Select a protocol to configure: Proxy Configuration File

" Auto Proxy Discovery
T Automatic Proxy Configuration
| Web Proxy (HTTP)

| URL: | http://wpad.ntschools.net/wpad.dat

Choose File..,

| Secure Web Proxy (HTTPS 1 your network administrator provided you with the
o R GHTIES) address of an automatic proxy configuration (.pac) fle,

| FTP Proxy enter it above.

| SOCKS Proxy

_| Streaming Proxy (RTSP)
) Gopher Proxy

| Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:
~ local, 189.254/16

¥ Use Passive FTP Mode (PASV)

@ | Cancel | [ ok
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5. XO (OLPC Laptop)

1 For the Ghome Desktop

e Open the Network
Connection list at the top
of the screen and select
NTSchools-guest as
shown.

& Applications Places System @ i & Fri Mar 9, 13:49

Computer MyPort Hotspot Ashton Lodge

all
& MyPort Hotspot Ashton Lodge 2 ol
= \ NTSchools aill
N l

>

olpc’s Home

N

L3

VPN Connections
Connect to Hidden Wireless Network...
Create New Wireless Network...

2 In the Wireless Network
Authentication Required dialogue:

* Change the authentication
method to Protected EAP

» Enter your username and
password

¢ Click Connect

& Applications Places System @ & FriMar 9, 13:51

%2 Authentication required by wireless network
olpc's Home Passwords or encryption keys are required to access the
wireless network ‘NTSchools-guest'.

Wireless security:  WPA & WPA2 Enterprise

Authentication: Protected EAP (PEAP) <
O,
Anonymous identity:
switch to CA certificate: (None)
Sugar

PEAP version: Automatic
Inner authentication: MSCHAPv2
Username: firstname.lastname
Password:

01 Ask for this password every time
0 Show password

| cancel || connect

 Wireless Network Auth...

3 A prompt will appear to advise
that no certificate authority has
been chosen.

e Select the Don't warn me
again check box
¢ Click Ignore

€ Applications Places System @ " Fri Mar 9, 13:52

i
Wireless Network Authentication Required [X
2, Authentication required by wireless network

Passwords or encryption keys are required to access the
wireless network 'NTSchools-guest'.

Wireless security: | WPA & WPA2 Enterprise

A No Certificate Authority certificate chosen

Switch to

Sugar Not using a Certificate Authority (CA) certificate can result
in connections to insecure, rogue wireless networks. Would
you like to choose a Certificate Authority certificate?

[Don't warn me again

*Ignore Choose CA Certificate

" 0 Ask for this password every time
0 Show password

Cancel || Connect

 Wireless Network Auth... |
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Open the Network Proxy
utility

System — Preferences — Network
Proxy

o ll]  FriMar 9,13:57
o About Me
> E Adobe Flash Player
4 Appearance
@ Assistive Technologies
|5 File Management
put Method Selector
= Keyboard
9 Keyboard Shortcuts \
™ ¢ Messaging and VolP Accounts |
& = Monitors |

Administration

Log Out olpc...
Shut Down...

*) Mouse
%2 Network Connections

Set your network proxy preferen
L & Software Updates
Startup Applications
= Windoy
—_—

system @ i ol FriMar 9, 14:03

Location: Default
Proxy Configuration | Ignored Hosts
© Direct internet connection

Manual proxy configuration

tic proxy configuration|

Autoconfiguration URL: |http://wpad.ntschools.net/wpad.dat |

Help [ Close

5 « Select Manual proxy ~
configuration S
» Tick the box ‘Use the
same proxy for all
protocols’
¢ Inthe HTTP proxy field
enter in f5Ib.ntschools.net
e Select Automatic proxy
configuration
 Enter
http://wpad.ntschools.net/
wpad.dat in the
Autoconfiguration URL
field (@ NetworProsy Preers.
* Click Close
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1 For the Sugar desktop.

* Select the Neighbourhood
view key or use the frame
key and move your cursor
to the top left hand corner
and select the
Neighbourhood Icon

2 This page shows all wireless
networks in range.

¢ Inthe search bar type
ntschools-guest and hit
enter

®

&
A

@

now be shown in full colour, the
others will be greyed out.

¢ Click the ntschools-guest
network and select
connect

3| The nischools-guest network wil

e

B NTSchools-guest

@ cConnect
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4 The wireless parameters windows
will be shown.

¢ Change the authentication = ‘

Please enter parameters
method to Protected EAP

\nonymou: jentil

e Enter your username and
password Inner Authentication ®
aaaaaa d|
- Click OK D
®
5 * Select the Home View key

or select the frame key
and move the cursor to the
top left hand of the corner
and select the home view

6 * Hover the cursor over the
XO logo and select My
Settings

LR
o> NHE

©® Rest

<, My settings

Page 11 of 12 www.det.nt.gov.au




DET / NT Schools Guest Wireless Network — User Guide

7 .

Select Network

Select Manual proxy
configuration

Tick the box ‘Use the
same proxy for all
protocols’

In the HTTP proxy field
enter in f5Ib.ntschools.net
Select Automatic proxy
configuration

Enter
http://wpad.ntschools.net/
wpad.dat in the
Autoconfiguration URL
field

Click on the tick

Configure proxies to access the internet

Direct internet connection
Manual proxy configuration

~

) Automatic proxy configuration

Autoconfiguration URL (leave empty to use WPAD)

<3 e

<

als.netjwpad.dat|
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